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Part 1 - Create a SSL. Certificate Request

The following documents the work we did to create a Signed Certificate Request to be submitted to

a public Certificate Authority (CA).
This was primarily done to enable HTTPS on our site www.easy400.net .

The process we went through is documented in IBM i Support Knowledge Center page “Creating a

server or client certificate request”,
https://www.ibm.com/support/knowledgecenter/ssw_ibm i 72/rzahu/rzahustep2sc.htm .

If needed, start the HRTTP instance *ADMIN, then open Digital Certificate Manager (DCM):
http://....net:2001/QIBM/ICSS/Cert/Admin/gycucm1.ndm/main0

Digital Certificate Manager  ©

[ Select a Certificate Store‘r

| Expand All || Collapse All |

3769-NC1, 5760-NCE, 5769-881, 5722881, 5761-5581, 5770-381 (C) Copyright

® Create Certificate IBM Corporation 1997, 2014
[ - ) Al rights reserved.
[ : Certific
i il A Bl US Government Users Restricted Rights -
® Inztall Local CA Certificate on Your Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM
PC Corp.
[ ; . Licensed Materials - Property of IBM
P Manage User Certificates G E N U I N E ;
b Manaze CRL Locations Contains software from RSA Data Security, Inc.
EHCRYPTIOH ENGIHE
m Manage LDAP Location
8 Manage PETX Request Location Get Started
Return to IBM i Tasks

[ Secure Connection ]
In the navigation leg, press button Select a Certificate Store

IMPORTANT NOTE - To enable user *PUBLIC to SSL applications (like HTTPS), you must give to
*PUBLIC the access the SYSTEM Certificate Store (in DCM mentioned as “Key Database”).
This you do by running the following commands:
e CHGAUT OBJ('/QIBM/UserData/ICSS/CERT/SERVER/DEFAULT.KDB') USER(*PUBLIC)
DTAAUT(*R)
e CHGAUT OBJ('/QIBM/UserData/ICSS/CERT/SERVER/DEFAULT.RDB') USER(*PUBLIC)
DTAAUT(*R)
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Digital Certificate @ I=3i.
Select a (Ee;ﬁfir_ate Store

select the certificate store that you want to open.

) Local Certificate Authority (CA)
() sysTEM

& *OBJECTSIGNING
| Expand All || Collapse Al | () Other System Certificate Store

[ Select a Certificate Store ]

[ Contin [ Cancel ]

m Create Certificate
® Create Mew Certificate Store

® Install Local CA Certificate on Your
PC

b Manage User Certificates

P Manage CRL Locations
® Manage IDAP Location

m Manage PETX Fequest Location
4. Select *SYSTEM and press the Continue button

Digital Certificate @ IE.

Certificate Store and Password

Enter the certificate store password.

Certificate type: Server or client

Select a Certificate Store :
| Certificate *SYSTEM

store:

Expand All || Collapse Al | Certificate store /QIBM/USERDATA
path and ACSS/CERT/SERVER

®m Create Certificate filename: DEEAULT KDB

m Create New Certificate Store Certificate store ¢

n Install Local CA Certificate on Your ~ P3sSWord:

PC [ Continu [ Reset Password ] [ Cancel ]

b Manage User Certificates

b Manage CRL Locations

® MManage [ DAP Location

m MManage PEITX Fequest Location

5. Type the Certificate store password and press the Continue button
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Digital Certificate @ IEX.
Current Certificate Store

You have selected to work with the certificate
store listed below. The left frame 1s being
refreshed to show the task list for this certificate
store. Select a task from the left frame to begin

Select a Certificate Store ] working with this certificate store.
Expand Al ” Collapse Al ] Certificate tvpe: Server or client
Certificate
B East Path et *SYSTEM
Lreate Certificate Certificate store /QIBM/USERDATA
(e Ficate Store path and {ICS5/CERT/SERVER
filename: /DEFAULTEKDE
® Tnstall Local CA Certificate on Your
PC
b hManage Certificates
b MManage Applications
b Manage Certificate Store

6. Press Create Certificate

Digital Certificate @ IE.

Create Certificate

Select the type of certificate that you want to

create.
| Select a Certificate Store | Sen‘er or client certificate
. Server or client certificate for another
[ Expand All ][ Collapse All ] - system running IBM i
71 User certificate
b Fast Path
® Create Certificate | Continuey) | Cancel |

m Create Mew Certificate Store

m Install Local CA Certificate on Your
PC

b Manage Certificates
b Manage Applications
b Ilanapge Certificate Store
7. Select Server or client certificate and the the Continue button
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Digital Certificate @ IEX.

Select a Certificate Authority (CA)

Certificate type: Server or client
Certificate store: *SYSTEM

Select a Certificate Store | Select the type of Certificate Authority (CA) that
will sign this certificate.

Expand All || Collapse All |

) Local Certificate Authority (CA)
b Fast Path i :
S VeriSign or other Internet Certificate
= Create Certificate @ Authonity (CA)

® Create New Certificate Store

m Install Local CA Certificate on Your

PC [ Continu [ Cancel ]
b Manage Certificates

b Manaze Applications
b Manage Certificate Store

8. Select Verisign or other Internet CA and press the Continue button
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F

[ Select a Certificate Store ]

| Expand All || Collapse Al |

wFast Path

® Work with server and client
certificates

® Work with CA certificates
® Work with user certificates
® Work with certificate requests
= Work with server applications
= Work with client applications
= Work with CRL locations

® Create Certificate
m Create New Certificate Store

m Install Local CA Certificate on
Your PC

P Manage Certificates
P Manaze Applications
P Manage Certificate Store

P Manage CEL Locations

u Manage LDAP Location

u Manape PEIX Request Location

i i1l |

»

m

-

Digital Certificate Manager ©
Certificate store: *SYSTEM

Use this form to create a ceriificate in the ceriificate store listed above.

Key algorithm: RSA -
Key size: 2048 - (bits)
Certificate label:  easy400 (required)
Certificate Information
Common name:  easy400.net (required)
Organization unit:
Organization :
0o
Sl easy4 (required)
Locality or city: Milano
| (required:mimnimum of 3

State or province: Milano o]
Country or -

z I ed
region: Gogniked)

Subject Alternative Name

IP version 4 address:

Fully qualified domain name:
(host_name domain_name)
E-mail address:

user_name(@domain_name
(user_: @ i

[ Continue ][ Cancel ]

9. Fillin the required data and press the Continue button
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Digital Certificate Manager ©

Certificate Request Created

The certificate request data is shown below. Copy and paste the request data,
including both the Begin request and End request lines, into the form that the
Certificate Authority (CA) provided.

[ Select a Certificate Store J

Warning: If you exit this page, the certificate request data is lost. Therefore, make
[ Expand Al ][ Collapse Al ] sure you carefully copy and paste the data into the Certificate Authority (CA) form
or into a file for later use.

wEast Path - e BEGIN NEW CERTIFICATE REQUEST-----—
® Work with server and client MIICEDCCRAgCAQAWaTELMAKGE1UEERMCSVxDzANEgNVEAQTEBk1phGFubzEEMAQG
certificates B1UEBXMGTW1 s YWSvMRAWDGY DVQQKEWwd 1 YXNSNDAWMREWDg Y DVQOLEwWd 1 YXN SHDRW
® Work with CA certificates MROWEgYDVQQDEWT 1¥XNSNDAWLMS 1dDCCAS IwDQY TEo Z ThveNAQERBQRDggEBADCC
®» Work with user certificates AQoCggEBRLh/ i JddxWItWERP14TJ2 £ ThXQSHE Tm HObMXAIGviotlt2oPLSvuCIp
® Work with certificate requests VdxrxS4fIoTJezecQeYrydkMHNGemzhwxQlIdHiNvOatgTZErkhvx,/ kgr403iosU

R R B ELEeE0VH1gOgHPlCOESHYMEEY IFTphnEn N0 T cXmCN+ 4TuPiUkQhoe/ Zur Yo CTFe
= : e Bvlh+wo9WbgbZ23tiHVoctMsdfEe3h3jswnTHS Tul.Xd+1iMYqJeuJVILA3I+MZ / 6RBpx

® Work with client applications KKomNSw+ITVbi/VOge/ vapZX6ausQ2ROTYS vEhoRPschwXoviw+ 1 FzTEi 2 P51 kE

® Work with CRL locations T3 J0eIp2Tr(2eacxFzB8YzhKDTwIMZ gMCAWERARaRCMEAGCSqGSIb3DOEJDJEzMDEwW

. LWYDVRORECowIocEuXEEN4A TLIZWF e TQWMC S uZ XS BEWF kbW 1uQCVhe 3 kOMDAubmvo

[= Create Certificate | MAOGCSQES Th3DGERCWUALA TRAQEYpi QRYMEH TYZtNs01 PEE4 888 Tht 534045 FAX
» Create New Cerificate Store ZYNWE/3rqlCUxbg/bThoZ2phl ITIbROm/a5eGa3vefdEsArOcMWnfgs fMHAMIS0s+FRg
ceVyZHFrTHOUJBErRQrkHi BnlsbTaZabe fhulQ6HQIMxX0HVx TOWTS IL/ cxvAYSe
® Install Local CA Certificate on Your  3HBQAFAAAuTSZEASzTOiWTENInExU2EXRKB00TNC 10z 65RBvpHE/ 2o++B2 kMO

PC j5ks54VDhuvCAP+Cernh3MHOX 0 rLuKae 3T TWWFJDOczW3xinSoWEE,/mj ScvahK3ouo
. pOtJlXoM56L4scRgROyV3Bxpd4hHa2Uic8+sLIJMgtcdths9Ro

P Manage Certificates ~ _____ END NEW CERTIFICATE REQUEST--——-

P MManage Applications

P Manage Certificate Store

b Manage CRL Locations lm!l

10. Copy and paste the entire certificate request (including the BEGIN and the END delimiters) to a .txt
file. This .txt file will be used to generate a Certificate at a Certificate Authority (CA) of your choice.
Then press the OK button.

11. The following is the CSR text file:

MITIC8DCCAdgCAQAWAaTELMAKGAIUEBhMCSVQxDzANBgNVBAGTBk1pbGFubzEPMAOG
AlUEBxMGTW1sYW5vMRAWDgYDVQQOKEWA1YXNSNDAWMRAWDgYDVQOLEWdA1YXNSNDAwW
MROWEgYDVQODEWt 1YXNSNDAWLmMS5 1dDCCASIwDQYJKoZIhveNAQEBBQADggEPADCC
AQoCggEBALh/1JddxXWTtW6RP14TJI2fJThXQSHE 7TmjHOLMXATIGviOtlt20PLSyuCIp
Vdxrx54fIoTJIszecQ6YtydkMHWGemzhwxQlIdHiNvOatgTZErkhvx/kgt403iosU
ES5BeEOVK1g9gHP1COE8HYM6BYIFTphh8nxWOTcKmCN+4TuPiUkQhoe/ZxrYtC7FcC
8y1lh+w9Wbgb23tjHVoctMsdf8e3h3jswnTHS7uLXd+1iMYqJsuJVLA3+MZ/6A8px
KKomN9w+ITVbi/VOgc/yqpZX6au8Q2RIIYS)yGAoRPscbwXov+w+1FzT812P51kf
T7J0eIp2TrQ2eacxFz8YzhKDTwIM2gMCAWEAAaBCMEAGCSgGSIb3DQEJDEzZMDEwW
LwYDVRORBCgwJoCEUXEEN4ILZWEFzeTQwWMCS5uZXSBEWEkbW1uQGVhc3k0OMDAubmVO
MAOGCSqGSIb3DQEBCWUAA4 IBAQBYPiQRXMbH+7YZtNsolPbB4888JThtS3A9+xfAX
zYNwf/3rqlCUxbqg/bTho2pAlIbR0m/a5sGa3vefd8sArOcMWmfgs fMHMISO0s+FRg
ceVyZHFrTWOuJPfrRQOtkHiRnNsb7aZabefbuIQ6WQZMxX0HVXTUWT5IL/ txvAYSe
3HBQAFdAdu7jSZEA3zTO1W78N9hBxU2EKRJKBOOTNC10oz65RBVPHE/ zc++P2kQMO
jSks54VDuvCAP+Cernh3MHOX0rLuK63T7TWWEJIDOCzW3xinSoWEK/mj 9cvaAK3ouo
pO0tJ1XoMS6L4scRgROyV3Bxp4hHa2Uic8+sLIMgtcdths9Ro

————— END NEW CERTIFICATE REQUEST-----
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12. To view your Certificare Request, in the left navigation leg press Work with Certificate Request:

Digital Certificate Manager ©

Work with Certificate Requests
Certificate type: Server or client
Certificate store: *SYSTEM
Select a Certificate Store ]
Select a certificate request from the list, then select a button

Expand All ][ Collapse All ] to perform an action on the certificate request.
wEazt Path .

e Certificate || Common name

certificates = || @ ||easy400 easy400.net

[ View [ Delete ][ Cancel ]

® Work with CEL locations

Then press the View button.
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[ Select a Certificate Store ]

| Expand All || Collapse Al |

wEazt Path
® Work with server and client
certificates
® Work with CA certificates
® Work with user certificates

. - nranons
= Work with client applications
» Work wath CEL locations

m Create Certificate
m Create Mew Certificate Store

m Inztall Local CA Cerntificate on
Your PC

b Manape Certificates

b MManage Applications

b Manage Certificate Store
b Manage CRL Locations
® MManage LDAP Location

n hanaze PETX Feauest Location

13. Then press the OK button.

m

Digital Certificate Manager ©

View Certificate Request

Certificate type: Server or client
Certificate store: *SYSTEM
Certificate label: easy400

Certificate request information:

|Commm1 name ”easyilﬂl[}_nv:t |
|Drganizati0n unit ||easy4 00 |
|Drganizati0n name ||easy4 00 |
|L-::n::.r:11it§fr or city ||I‘r{[ilan0 |
|State of province ||I‘r{[ilan0 |
|Zip or postal code ” |
|Ccuntt}' or region ||IT |
Additional information:

|Pri'n.-“ate key ||Yes |
|Sigtled certificate request ||Yes |

Private key information:

Key algorithm ||RSA |
Key length  ||2048 |

|Stcrrage lﬂca‘riun”Stc-red in soﬂwa:e|

This CSR was then submitted to a public certificate
Authority (CA) in order to obtain the needed certificate
and install it on IBM i.

Note. We happened to submit our CSR to the public CA Commodo-Sectigo, ordering a
Sectigo SSL Certificate (DV) 1 year validity.
Any other public CA could have been used for that.
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PART 2 - Install CA SSL Certificates

In this document, we report was was done to install on site www.easy400.net the certificates received from

CA Commodo-Sectigo.

This type of process is documented in IBM i Support Knowledge Center page “Importing and assigning the
signed public certificate” ,
https://www.ibm.com/support/knowledgecenter/ssw_ibm i 74/rzahu/rzahustep4sc.htm

1. Usually a CA delivers a number of certificates:

Type of certificates Examples of certificate names
(from CA Commodo-Sectigo)
Root AddTrustExternalCARoot.crt
Intermediate ( one or more) USERTrustRSAAddTrustCA.crt
SectigoRSADomainValidationSecureServerCA.crt
Domain (SSL certificate) easy400_net.crt

2. You must create an IFS directory
( Example: MD DIR('/CERT') DTAAUT(*RX) OBJAUT(*NONE) )
and upload to it all the received certificates.

10
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3.

If needed, on your IBM i, start the HTTP instance *ADMIN and open the Digital Certificate
Manager( DCM), http://...:2001/QIBM/ICSS/Cert/Admin/gycucmi.ndm/mainQ

Digital Certificate Manager
Select a Certificate Store

Select the certificate store that you want to open.

A o

© Local Certificate Authority (CA)
| Select a Certificate Storeﬂy *SYSTEM

@ *OBJECTSIGNING
| Expand All || Collapse All | @ Other System Certificate Store

[ Continue [ Cancel ]

B Create Cerfificate

® Create New Certificate Store 3

® Install Local CA Certificate on Your
PC

b hManage User Certificates

b Manage CRL Locations

® hanage LDAFP [ocation
B Manage PETX FReguest Location
Retom to IBM i Tasks

[ Secure Connection ]

11
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Enter the Certificate Store Password:

| Select a Certificate Store |

| Expand All || Collapse Al |

u Create Certificate
u Create New Certificate Store

m [nstall T ocal CA Certificate on Your
EC

P Manage User Certificates

» Manage CRL Locations

= Manape LDAP [ ocation

= Manape PETX Request Location
Retem to IBM 1 Tasks

| Secure Connection |

Digital Certificate Manager @ IZ

Certificate Store and Password

Enter the certificate store password.

Certificate type: Server or chent
Certificate store: *SYSTEM

Certificate store path /QIBM/USERDATA/TCSS/CERT
and filename: /SERVER/DEFAULTKDB

Certificate store !
password: ¢

[ Continue, [ Reset Password ] [ Cancel ]
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5.

Expand Manage Certificates and press Import Certificate

[ Select a Certificate Store ]

| Expand All || Collapse All |

wFazt Path
® Work with server and client
certificates

» Work with CA certificates

® Work with user certificates

® Work with certificate requests
® Work with server applications
® Work with client applications
» Work with CEL locations

® Create Certificate
® Create Wew Certificate Store

m Inztall Local CA Certificate on
Your PC

whianapge Certificates

= View certificate
® Benew certificate

» Validate certificate
® Assion certificate
B Check expiration
m Set CA statns

1| 1] [

»

m

=
=T
=
-
—4
=
=
®)
T
et
=
=
~
b=}
-
La-]
=
=
=~}
=}
L)
=
)
Ll
I

Current Certificate Store

You have selected to work with the certificate store listed
below. The left frame 1z being refreshed to show the task
list for this certificate store. Select a task from the left
frame to begin working with this certificate store.

Certificate type: Server or client
Certificate store:  *5YSTEM
Certificate store (QIBM/USERDATA/TCSS/CERT

path and filename: /SERVEE/DEFAULTKDE

13
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[ Select a Certificate Store ]

| Expand All || Collapse All |

wFaszt Path

® Work with server and client
certificates

® Work with CA certificates
® Work with user certificates
» Work with certificate requests
® Work with server applications
® Work with client applications
» Work with CBL locations

® Create Certificate

® Create New Certificate Store

m Inatall Local CA Cerntificate on
Your PC

whianage Certificates
® YView certificate
m Benew certificate

m Delete certificate
m Validate certificate

® Assign cerfificate
® Check expiration
m Set CA status

1| i | »

m

6. Select Certificate Authority (CA) and press Continue

Digital Certificate © I=:.

Import Certificate

Certificate store: *SYSTEM

Select the type of certificate that vou want to
import.

) Server or client

ertiﬁcate Authority (CA)

[ Continue [ Cancel ]

14
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7. Import, one at a time,
a. First, the CA Root certificate
(example: /cert/ AddTrustExternalCARoot.crt )
b. Then, one at atime the CA Intermediate CA certificates (any importing sequence is OK)
(example: /cert/ USERTrustRSAAddTrustCA.crt
then /cert/SectigopRSADomainValidationSecureServerCA.crt )
Note 1 - DO NOT IMPORT here the domain SSL certificate (example: easy400_net.crt). It is not a CA
Certificate, it must be imported as “Server or Client” Certificate (see next page)
Note 2 — Be very careful in specifying the qualified name of the Import stream file, otherwise you get an
error saying that it was not found. In such a case, just go back and fix the Import stream file name.
Note 3 — After pressing Continue, for each imported certificate you are requested to provide a unique
label name. As an example, we provided the following unique names:

CA certificate Unique label
AddTrustExternalCARoot.crt Sectigo Root CA Certificate
USERTrustRSAAddTrustCA.crt Sectigo User Trust Intermediate Certificate
SectigoRSADomainValidationSecureServerCA.crt | Sectigo Domain Validation Intermediate Certificate

)
s

Digital Certificate

Import Certificate Authority (CA)
Certificate

Certificate tvpe: Certificate Authority (CA)
Certificate store: *SYSTEM

| Select a Certificate Store |

Specify the fully qualified path and file name of

[ Expand Al ” Callapse.Al I the certificate that you want to import.

wEast Path = Example path and file name: MYDIRECTORY
= Work with server and client MYFILEEXT
certificates ’
= Work with CA certificates Import file: ¢

® Worl: with user certificates

m Work with certificate requests
m Work with server applications
® Work with client applications
® Work with CEL locations

| Continue [ Cancel

®m Create Certificate

m Create New Certificate Store

= Inztall Local CA Certificate on
Your PC

whlanage Certificates
m View certificate
m Eenew certificate
= Export certificate
= Delete certificate
®m Validate certificate
= Assign certificate
= Check expiration
m Set CA status =

15
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8. Then, to import the Domain certificate (example: easy400 net.crt), in the navigation leg press
again Import Certificate, but this time select Server or Client instead of Certificate Authority (CA):

|3
Nl
il

— Digital Certificate ©
Import Certificate

Certificate store: *SYSTEM

Select a Certificate Store ]

Select the type of certificate that vou want to

import.
Expand All || Collapse All |
Sen’er or client
wEast Path = Certificate Authority (CA)
® Worlk with server and client
certificates _
® Worlk with CA certificates | Continue | Cancel |

® Work with user certificates

= Work with cerfificate requests
® Work with server applications
® Work with client applications
» Work with CEL locations

m Create Certificate

m Create Mew Certificate Store

m [nstall Local CA Certificate on -
Your PC

whlanage Certificates
8 View certificate
m Renew certificate
® Import certificate
® Export certificate
8 Delete certificate
m Validate certificate
® Assign certificate
® Check expiration
m Set CA status
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9. Now import the Domain certificate
(example /cert/ easy400 net.crt)

L3

- Digital Certificate ©

Import Server or Client Certificate

Certificate type: Server or client
Certificate store: *SYSTEM

Select a Certificate Store ]

Specify the fully qualified path and file name
of the certificate that yvou want to import.

Expand All || Collapse All |

Example path and file name:
wEast Path = MYDIRECTORY/MYFILE EXT
8 Work with zerver and client
ET Import file: @
8 Work with CA certificates

» Work with user certificates

® Work with certificate requests
® Work with server applications
8 Work with client applications
» Work with CRL locations

[ Continue [ Cancel ]

m Create Certificate
® Create Mew Certificate Store

® Install Local CA Certificate on —
Your PC

m Delete certificate
= Validate certificate

® Assign certificate
8 Check expiration
m Set CA status

That ends the importing of certificates.

17
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10. Itis now time to verify your certificate:
A. Inthe navigation leg press Work with server and client certificates
Something like the following shows up:

~ Digital Certificate Manager ©

Work with Server and Client Certificates

Certificate type: Server or client
Certificate store: *SYSTEM

Default certificate label: No default certificate found in
certificate store.

Select a Certificate Store I

Expand All || Collapse All |

m

Select a certificate, then select a button to perform an action on
the certificate.

‘ ” Certificate ” Common name |

® Work with certificate requests

= Work with server applications ‘ @ ” easy400 ” easy400 net |
® Work with client applications
® Work with CRL locations

views | [ Delete | | Renew || Export | | Set Default | | Validate!]

® Create Certificate [ Assigil to Applications ] /

® Create New Certificate Store

® Install Local CA Certificateon | 1mport i Create || Check Expiration || Cancel |
Your PC

whlanage Certificates 1
= View certificate
u Renew certificate 2
m Import certificate
= Export certificate
m Delete certificate
= Yalidate certificate
= Assign certificate
= Check expiration
m Set CA status =




How to HTTPS

11. Press the Validate button. The following MUST show up:

(]

F Digital Certificate Manager

Work with Server and Client Certificates

| Message The certificate has been successfully validated. |

[ Select a Certificate Store ] Ceﬂ?ﬁcate type: Server or client
Certificate store: *SYSTEM
| Expand All || Collapse All | Default certificate label: No default certificate found m
certificate store.
wFEast Path =
= Work with server and client
certificates
= ik w_lﬂn £l mhﬁ_ o Select a certificate, then select a button to perform an action on
Sk w@ L B the certificate.
B Work with certificate requests
® Work with server applications 3
= hltsch ik L lnt. applications Certificate Commeon name
= Work with CRL locations | @ H easy400 ” easy400 net |
Create Certificat
et View1 [ Delete ] [ Renew ] [ Export ] [ Set Default ] [ Validate ]
m Create New Certificate Store e
u Install Local CA Certificste on. 1 || | HSS@H% Applications |
Your PC
wMhanage Certificates =
= View perfificate [ Import ] reate ] [ Check Expiration ] [ Cancel
® Eenew cerfificate
® Import certificate
» Export certificate
® Delete certificate 2
m Validate certificate

= Assizn certificate
u expiration
m Set CA status
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12. Optionally press button View to display some information about your certificate

(e.g. its expiration date)

= Create New Cerfificate Store
u Inziall Lozl CA Ceriificate on.
Your BC

= Mlanazs Cortificates
» View certificate
» Bsnew certificate
= Impart certificate

e

Digital Certificate Manager

View Certificate

Certificate type: Server or cliant
Certificate store: *5YSTEM
Certificate label: sazy400

Subject:

Common nams |eaz.}'-i-|]lﬂl_uet
Orzanization unit |CDMDDD E5L, OU=Domain Control Validated

Orzamization name

Locality or city

State or province

Zip or postal code
Countrv or region

Additional imformation:

Private kev Yaz

S1zned cerhficata Yaz
Signature Alporithm  SHA256 with RSA

Zerial number Q099 A2RCE30DETTDAICIEE097501DCSF34
Validity period 2019-02-13 00:00:00 - 2020-02-13 23:39:39
Private key information:

Key length [[2048

Key alzorithm ”RSA

Storage location ”Ehorad m soffware
Issuer:

Common nams Sectizo RSA Domamn Validation Secure Server CA
Orzanization unit

Orzamization name  Sectigo Limited

Locality or city Salford

State or provincs Graater Manchester
Z1p or postal code
Country er region GB

View the extensions for this cerhficata:

(oK)

Press the OK button to end the certificate import.

20
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Part 3 - Enable HTTP to SSL (Converting a HTTP site to HTTPS)

This type of process is documented in IBM i Support Knowledge Center page “Configuring IBM HTTP Server
for SSLon IBM i”,
https://www.ibm.com/support/knowledgecenter/en/SSYGQH 4.5.0/admin/install/t inst configure ibm h

ttp server ssl ibmi.html .

Our HTTP instance is named EASY400 and listens on the HTTP default port 80.
Our objective was: any request to this HTTP instance must be transferred to an HTTPS instance (named
EASY400SSL ) listening on port 443 (the default HTTPS port).

The schema of the original HTTP directives for the EASY400 HTTP instance was:

Listen 80

NameVirtualHost 185.113.4.55:80

<VirtualHost 185.113.4.55:80>
ServerName www.easy400.net:80

</VirtualHost>

We created another HTTP instance named EASY400SSL with the same directives as instance EASY400, but
listening on port 443:

Listen 443

NameVirtualHost 185.113.4.55:443

<VirtualHost 185.113.4.55:443>
ServerName www.easy400.net:443

</VirtualHost>

We shall see later on how these two configuration files had to be changed.

21
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Vii.
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How to HTTPS

1. Configure HTTP Server for SSL using the IBM Web Administration for IBM i as

follow:

Open a browser to the URL http://<system hostname>:2001

Get into IBM Navigator for i

Under IBM i Management, select Internet configurations and get into IBM WEB
Administrator for i

From the Server list select your HTTP instance candidate for SSL (in our case that was HTTP
instance EASY400SSL), then click button Manage Details

Click Security in the Server Properties list

Click the SSL with Certificate Authentication tab in the form

For SSL select Enabled

On row Server Application ID, click the “or...” dropdown list and select the item

select “QIBM_HTTP_SERVER_<server_name>"

(In our case it was QIBM_HTTP_SERVER_GIOVANNI )

Remember the name of this server certificate. You will need to select it again in the Digital
Certificate Manager.

Under Client certificates when establishing the connection, select Do not request client
certificate for connection .

In the input field HTTPS_PORT environment variable usually nothing is specified.
However, if this HTTP instance runs CGl programs, some CGI program may need to know if

it is running under HTTPS or not. In such a case you need to enter in this field the port
number (443). This will cause the directive SETENV HTTPS_PORT be set in the
configuration file. In this way a CGI program would be able to know if running under

HTTPS by retrieving the environment variable HTTPS. Check out page
https://www.ibm.com/support/knowledgecenter/ssw ibm i 72/rzaie/rzaiemod ibm ssl.
htm .

See the following picture:
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xi.  Click the Apply button to update the HTTP instance configuration file, then the OK button.
xii.  Asaresult, The HTTP instance configuration file is added some SSL directives (the red
ones):

Listen 443

LoadModule ibm ssl module /QSYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
SSLEngine On

SSLAppName QIBM HTTP_ SERVER EASY400SSL

SetEnv HTTPS_PORT 443

NameVirtualHost 185.113.4.55:443

<VirtualHost 185.113.4.55:443>
ServerName www.easy400.net:443

</VirtualHost>
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2. Assigning the SSL certificate to application HTTP

If needed, on your IBM i, start the HTTP instance *ADMIN and open the Digital Certificate Manager
( DCM), http://<system hostname>:2001/QIBM/ICSS/Cert/Admin/gycucm1.ndm/main0 .

i. Select a Certificate Store
ii.  Select *SYSTEM and press Continue button
iii.  Type the Certificate Store password and press Continue button
iv.  Select Manage Applications
v. Select Update certificate assignment and press Continue button
vi.  Select Server and press Continue button
vii.  Select the HTTP instance name (example: QIBM_HTTP_SERVER_EASY400SSL) and press the
Update Certificate Assignment button
viii.  Select the certificated to be assigned to the “http instance” Application ID, press Validate
to check validation, press Update Certificate Assignment button. You should get the
message The certificate was assigned to the application .
ix.  You may then start the updated HTTPS instance (in our case EASY400SSL)

3. Transferring requests from the HTTP instance to the HTTPS instance

The last thing you need is that any http request coming to the HTTP instance on port 80 (in our
case the instance EASY400) is sent to the HTTPS instance on port 443.

You do this by adding two directives (the red ones in the following example) to the HTTP
instance.

Example:

Listen 80
NameVirtualHost 185.113.4.55:80
<VirtualHost 185.113.4.55:80>
ServerName www.easy400.net:80
RewriteEngine On
RewriteRule " (.*)$ https://www.easy400.net:44351 [R,L]

</VirtualHost>

Just restart the HTTP instance on port 80 and start sending requests to it.
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